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•Focus
•Theoretical and experimental aspects of quantum computing
•Quantum communication systems - Cryptography
•Generation, detection and applications of non-classical light
•Quantum measurement and quantum control

•Mission
•To maximize the exchange of information and the creation of networking opportunities 
for our community
•Webinars, technical events (workshops, tutorials, poster sessions), outreach activities
•Interested in presenting your research? Have ideas for TG events? Contact us at 
TGactivities@osa.org. 

•Find us here
•Website: www.osa.org/OC
•Facebook: https://www.facebook.com/groups/OSAQuantumCC/

Technical Group at a Glance
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Today’s Webinar

Dr. Ebrahim Karimi
Group leader of Structural Quantum Optics (SQO) 
at the University of Ottawa. 
ebrahim.karimi@sqogroup.ca

High-Dimensional Quantum
Key Distribution with
Structured Photons

Speaker’s Short Bio:
B. Sc. in Physics at Kerman University, Iran.

Ph.D. degree from the University of Naples “Federico
II”, Italy.
Postdoctoral fellow at Quantum Optics group,
University of Ottawa.
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Structured Photons
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Photons Degrees of Freedom

H. Rubinsztein-Dunlop et al., Roadmap on structured light, Journal of Optics 19, 013001 (2017). 

|�
continuous variable 

|⇡�
bi-dimensional variable

|o�
infinite dimension (discrete) 

|p�
infinite dimension (discrete) 

Linear momentum (k-vector)

Polarisation (Spin)

Orbital angular momentum (OAM)
Radial mode (p number)
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Spin Angular Momentum

• Circular polarisations: (Left and Right)  

• Spin angular momentum may take two 
values of   

vectorial picture angular momentum

Jz = �~

Jz = +~

±~

Left-handed circular polarisation
Right-handed circular polarisation

|Li

|Ri
|Li
|Ri

H. Rubinsztein-Dunlop et al., Roadmap on structured light, Journal of Optics 19, 013001 (2017). 
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Optical Angular Momentum

• Optical field expression in the cylindrical 
coordinate is

E(r,�, z, t) = E(r, z)ei⇤⇥ ei(kz��t)

In the contrast to polarisation, orbital angular momentum may take any of the 
infinite values l =. ..  - 2, -1, 0, 1, 2, .... 
 
Laguerre-Gaussian modes are one set of paraxial wave mode which carry the 
OAM.

Jz = �~

` = +2

` = +1

` = �2 Jz = �2~

` = �1 Jz = �~

Jz = +~

Jz = +2~

` = 0 Jz = 0

bLz = �i@�

H. Rubinsztein-Dunlop et al., Roadmap on structured light, Journal of Optics 19, 013001 (2017). 
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Optical Angular Momentum
` = +2` = +1` = �1` = �2 ` = +3` = �3 ` = 0

H. Rubinsztein-Dunlop et al., Roadmap on structured light, Journal of Optics 19, 013001 (2017). 
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Optical Angular Momentum
` = +2` = +1` = �1` = �2 ` = +3` = �3 ` = 0

H. Rubinsztein-Dunlop et al., Roadmap on structured light, Journal of Optics 19, 013001 (2017). 
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E. K. & E Santamato, Optics Letters 37, 2484 (2012). 
E. K., et al., Phys. Rev. A 89, 063813 (2014).

E.K. and R W Boyd, Science 350, 1172 (2015).
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Liquid Crystal Facility

H Larocque, J Gagnon-Bischoff, F Bouchard, R Fickler, J Upham, R W Boyd & E K, Journal of Optics 18, 124002 (2016). 
E Cohen, H Larocque, F Bouchard, F Nejadsattari, Y Gefen & E.K., Nature Reviews Physics 1, 437 (2019). 
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Liquid Crystal Facility

H Larocque, J Gagnon-Bischoff, F Bouchard, R Fickler, J Upham, R W Boyd & E K, Journal of Optics 18, 124002 (2016). 
E Cohen, H Larocque, F Bouchard, F Nejadsattari, Y Gefen & E.K., Nature Reviews Physics 1, 437 (2019). 
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Liquid Crystal Facility
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Liquid Crystal Facility

H Larocque, J Gagnon-Bischoff, F Bouchard, R Fickler, J Upham, R W Boyd & E K, Journal of Optics 18, 124002 (2016). 
E Cohen, H Larocque, F Bouchard, F Nejadsattari, Y Gefen & E.K., Nature Reviews Physics 1, 437 (2019). 
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Application in Quantum Information
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Application in Quantum Cryptography

F Bouchard, K Heshami, D England, R Fickler, R W Boyd, B-G Englert, L L Sánchez-Soto & E.K., Quantum 2, 111 (2018).
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Application in Quantum Cryptography

F Bouchard, K Heshami, D England, R Fickler, R W Boyd, B-G Englert, L L Sánchez-Soto & E.K., Quantum 2, 111 (2018).

There is No Definite Reality
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Application in Quantum Cryptography
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Be Measured Simultaneously 
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Application in Quantum Cryptography

F Bouchard, K Heshami, D England, R Fickler, R W Boyd, B-G Englert, L L Sánchez-Soto & E.K., Quantum 2, 111 (2018).

There is No Definite Reality

Conjugate Quantities Cannot  
Be Measured Simultaneously 

Quantum Information Cannot Be  
Cloned without introducing errors
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QKD

F Bouchard, K Heshami, D England, R Fickler, R W Boyd, B-G Englert, L L Sánchez-Soto & E.K., Quantum 2, 111 (2018).

Alice

Bob

(.)� E8KLI<�G?FKFE@:J�s�MFC�*�s�D8I:?�)''0�s�nnn%eXkli\%Zfd&eXkli\g_fkfe`Zj
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SLM to be used as a pure phase modulator 
for arbitrarily polarized light. An optional 
surface-coated mirror allows the beam to 
pass through the system twice, doubling 
the optical modulation and allowing faster 
response when changing drive patterns. !e 
SLMs come with either 128 or 640 pixels per 
mask, with a height of 5,000 μm, a pitch of 
100 ± 0.005 μm, and a gap between pixels 
of 2 μm. !ey are optimized for either the 
488–900-nm range or the 900–1,620-nm 
range. For the shorter wavelengths, they 
provide >88% transmission with one 
mask and >85% with two. In the longer 
wavelengths, they provide >92% transmission 
with one mask and >90% with two. !e pulse 
damage threshold of the device is 100 μJ cm–2 
at 490 nm for 50-fs pulses at a repetition rate 
of 1 kHz. For similar pulses at 890 nm, the 
damage threshold is 200 μJ cm–2. Maximum 
modulation is 3π radians on a single pass 
at the longest wavelength in the operating 
range, and greater at shorter wavelengths. 
Modulation is doubled when the SLM is 
used in re$ection. !e device is controlled 
by means of a USB interface or a 5 V/3.3 V 
logic trigger.
www.cri-inc.com

!e PLUTO phase-only spatial light 
modulator kit from HOLOEYE 
Photonics AG (Berlin, Germany) is based 
on a re$ective liquid-crystal-on-silicon 
microdisplay with an HDTV resolution of 
1,920 × 1,080 pixels. !e device’s electrically 
controlled birefringence display mode 
causes the phase panels to provide a pure 
phase shi& of up to 2π for wavelengths up 
to 1,550 nm. !e SLM is aimed at phase-
shi&ing applications including wavefront 
correction, optical tweezers, optical 
metrology, interferometry, lithography 
and holography. !e platform controls 
the active matrix, re$ective mode, phase-
only liquid crystal displays, which are 
optimized for three wavelength ranges: 
420–850 nm, 850–1,100 nm, and common 

telecommunication ranges up to 1,550 nm. 
A standard digital visual interface signal 
from a PC’s graphics card addresses the 
signal. !e company says that the plug-
and-play system guarantees quick start-up 
and easy use. Windows-based so&ware 
allows users to con'gure the modulator for 
di(erent applications and wavelengths by 
means of an RS-232 interface. !e device 
provides 256 eight-bit grey levels and has 
an active area of 15.36 mm × 8.64 mm with 
a 'll-factor of 87%. Maximum image frame 
rate is 60 Hz and maximum illumination 
is <2 W cm–2. Zero-order intensity is 
60%. Operating temperature range is 
10–70 °C. An absorption 'lter controls 
ultraviolet irradiation.
www.holoeye.com

E<@C�J8M8><�`j�X�]i\\cXeZ\�jZ`\eZ\�Xe[�
k\Z_efcf^p�aflieXc`jk�YXj\[�`e�Cfn\cc#�
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EXkli\�G_fkfe`Zj�kXb\j�ef�i\jgfej`Y`c`kp�]fi�
k_\�XZZliXZp�f]�k_\�gif[lZk�̀ e]fidXk`fe�fi�k_\�
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Detection:
- Sorter
- Phase-flattening
- Intensity-flattening

{|0i, |1i}
{|0i, |1i, |2i, |3i, ...}

Quantum key distribution protocols
- BB84
- Six-states
- DPS (Round-robin, Chau15)

Quantum channel:
- Free-space
- Fibre
- Underwater

|2i
|3i

|1i
|0i

|0i |1i

Photonic degree of freedom:
- Polarization
- Time bins
- Frequency
- Continuous variables
- Spatial modes

Generation:
- q-plates
- Spatial light modulator
- Metasurfaces

Single photon source:
- SPDC (Heralded)
- Weak coherent pulses
- Decoy states

Classical channel:
- Error correction
- Privacy amplification

Detectors:
- Dark counts
- Jitter
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Cryptography

F Bouchard, K Heshami, D England, R Fickler, R W Boyd, B-G Englert, L L Sánchez-Soto & E.K., Quantum 2, 111 (2018).

BobAlice
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F Bouchard, K Heshami, D England, R Fickler, R W Boyd, B-G Englert, L L Sánchez-Soto & E.K., Quantum 2, 111 (2018).

Bob

Public Channel
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Cryptography

F Bouchard, K Heshami, D England, R Fickler, R W Boyd, B-G Englert, L L Sánchez-Soto & E.K., Quantum 2, 111 (2018).

wsqi jsv xli kpsvmiw sj xlmw asvph; erh wsqi 
wmkl jsv xli tvstlix'w tevehmwi xs gsqi; 
el, xeoi xli gewl, erh pix xli gvihmx ks,  
rsv liih xli vyqfpi sj e hmwxerx hvyq! Bob
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Public Channel
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Cryptography
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Cryptography
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some for the glories of this world; and  
some sigh for the prophet's paradise to come; 
ah, take the cash, and let the credit go,  
nor heed the rumble of a distant drum!

Alice
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Quantum Cryptography

F Bouchard, K Heshami, D England, R Fickler, R W Boyd, B-G Englert, L L Sánchez-Soto & E.K., Quantum 2, 111 (2018).
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·<latexit sha1_base64="Mk5+SPbx8lGyA5Nwv8+wDQ53HLk="></latexit> �<latexit sha1_base64="ynl7+qLPHkc3bsLRs2BFTVZLniA="></latexit>
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sqogroup.ca

14

Quantum Cryptography: Setup
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High-Dimensional “alphabet”

F Bouchard, K Heshami, D England, R Fickler, R W Boyd, B-G Englert, L L Sánchez-Soto & E.K., Quantum 2, 111 (2018).
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5314651506

724783942

Classically:

Quantum:

=

=

=

↵|0, 0i+ �|1, 1i+ �|2, 2i+ �|3, 3i
6=

(↵1|0, 0i+ �1|1, 1i)⌦ (↵2|0, 0i+ �2|1, 1i)
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Application in High-Dimensional Quantum Key Distribution
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{| ii}
<latexit sha1_base64="pk7R7ihBEZCTOfcIa2UOXViVMCc="></latexit>

{| i1}
<latexit sha1_base64="DS66jptH1NZTQ4y+VpAK76ElXhs="></latexit>

{| i2}
<latexit sha1_base64="v0LyOxnHnnb1JU54j9YuPGKsKDY="></latexit>

……………………………………………….. 
……………………………………………….. 
……………………………………………….. 
………………………………………………..

F Bouchard, K Heshami, D England, R Fickler, R W Boyd, B-G Englert, L L Sánchez-Soto & E.K., Quantum 2, 111 (2018).
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High-Dimensional Quantum Key Distribution: Security threshold

F. Bouchard, R. Fickler, R. W. Boyd, and E. K., Science Advances 3, e1601915 (2017)
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F. Bouchard, R. Fickler, R. W. Boyd, and E. K., Science Advances 3, e1601915 (2017)
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Dimension d

2

In

MUB I II III IV V VI VII VIII
| 1i 0.62 ± 0.02 0.57 ± 0.01 0.594 ± 0.006 0.589 ± 0.007 0.602 ± 0.007 0.576 ± 0.005 0.590 ± 0.007 0.62 ± 0.01
| 2i 0.61 ± 0.01 0.56 ± 0.01 0.617 ± 0.007 0.585 ± 0.007 0.598 ± 0.007 0.610 ± 0.006 0.592 ± 0.007 0.604 ± 0.008
| 3i 0.610 ± 0.008 0.58 ± 0.01 0.617 ± 0.008 0.600 ± 0.007 0.584 ± 0.006 0.60751 ± 0.007 0.586 ± 0.006 0.578 ± 0.007
| 4i 0.604 ± 0.006 0.57 ± 0.01 0.592 ± 0.008 0.585 ± 0.006 0.580 ± 0.006 0.580 ± 0.006 0.583 ± 0.006 0.576 ± 0.006
| 5i 0.607 ± 0.008 0.559 ± 0.009 0.597 ± 0.008 0.591 ± 0.006 0.579 ± 0.006 0.593 ± 0.007 0.588 ± 0.006 0.584 ± 0.006
| 6i 0.60 ± 0.01 0.58 ± 0.01 0.581 ± 0.007 0.577 ± 0.006 0.587 ± 0.006 0.591 ± 0.007 0.586 ± 0.006 0.599 ± 0.007
| 7i 0.62 ± 0.02 0.555 ± 0.008 0.588 ± 0.007 0.585 ± 0.007 0.587 ± 0.006 0.583 ± 0.006 0.592 ± 0.007 0.628 ± 0.009
yo

Dimension d = 2 d = 3 d = 4 d = 5 d = 6 d = 7 d ! 1
Theory 0.833 0.75 0.7 0.667 0.643 0.625 0.5
Experimental 0.82 ± 0.01 0.75 ± 0.01 0.70 ± 0.02 0.66 ± 0.01 0.64 ± 0.02 0.62 ± 0.02

0.84 ± 0.02 0.75 ± 0.01 0.70 ± 0.01 0.67 ± 0.01 0.62 ± 0.01 0.61 ± 0.01
0.75 ± 0.01 0.68 ± 0.01 0.654 ± 0.008 0.623 ± 0.008 0.610 ± 0.008

0.70 ± 0.02 0.66 ± 0.01 0.620 ± 0.009 0.604 ± 0.006
0.65 ± 0.02 0.62 ± 0.01 0.607 ± 0.008

0.63 ± 0.02 0.60 ± 0.01
0.62 ± 0.02

Average 0.83 ± 0.02 0.75 ± 0.01 0.70 ± 0.02 0.66 ± 0.01 0.63 ± 0.02 0.61 ± 0.01

(a)

(b)

2

In

MUB I II III IV V VI VII VIII
| 1i 0.62 ± 0.02 0.57 ± 0.01 0.594 ± 0.006 0.589 ± 0.007 0.602 ± 0.007 0.576 ± 0.005 0.590 ± 0.007 0.62 ± 0.01
| 2i 0.61 ± 0.01 0.56 ± 0.01 0.617 ± 0.007 0.585 ± 0.007 0.598 ± 0.007 0.610 ± 0.006 0.592 ± 0.007 0.604 ± 0.008
| 3i 0.610 ± 0.008 0.58 ± 0.01 0.617 ± 0.008 0.600 ± 0.007 0.584 ± 0.006 0.60751 ± 0.007 0.586 ± 0.006 0.578 ± 0.007
| 4i 0.604 ± 0.006 0.57 ± 0.01 0.592 ± 0.008 0.585 ± 0.006 0.580 ± 0.006 0.580 ± 0.006 0.583 ± 0.006 0.576 ± 0.006
| 5i 0.607 ± 0.008 0.559 ± 0.009 0.597 ± 0.008 0.591 ± 0.006 0.579 ± 0.006 0.593 ± 0.007 0.588 ± 0.006 0.584 ± 0.006
| 6i 0.60 ± 0.01 0.58 ± 0.01 0.581 ± 0.007 0.577 ± 0.006 0.587 ± 0.006 0.591 ± 0.007 0.586 ± 0.006 0.599 ± 0.007
| 7i 0.62 ± 0.02 0.555 ± 0.008 0.588 ± 0.007 0.585 ± 0.007 0.587 ± 0.006 0.583 ± 0.006 0.592 ± 0.007 0.628 ± 0.009
yo

Dimension d = 2 d = 3 d = 4 d = 5 d = 6 d = 7 d ! 1
Theory 0.833 0.75 0.7 0.667 0.643 0.625 0.5
Experimental 0.82 ± 0.01 0.75 ± 0.01 0.70 ± 0.02 0.66 ± 0.01 0.64 ± 0.02 0.62 ± 0.02

0.84 ± 0.02 0.75 ± 0.01 0.70 ± 0.01 0.67 ± 0.01 0.62 ± 0.01 0.61 ± 0.01
0.75 ± 0.01 0.68 ± 0.01 0.654 ± 0.008 0.623 ± 0.008 0.610 ± 0.008

0.70 ± 0.02 0.66 ± 0.01 0.620 ± 0.009 0.604 ± 0.006
0.65 ± 0.02 0.62 ± 0.01 0.607 ± 0.008

0.63 ± 0.02 0.60 ± 0.01
0.62 ± 0.02

Average 0.83 ± 0.02 0.75 ± 0.01 0.70 ± 0.02 0.66 ± 0.01 0.63 ± 0.02 0.61 ± 0.01

Dimension d = 2 d = 3 d = 4 d = 5 d = 6 d = 7 d ! 1
Theory 0.833 0.75 0.7 0.667 0.643 0.625 0.5
Experimental 0.82 ± 0.01 0.75 ± 0.01 0.70 ± 0.02 0.66 ± 0.01 0.64 ± 0.02 0.62 ± 0.02

0.84 ± 0.02 0.75 ± 0.01 0.70 ± 0.01 0.67 ± 0.01 0.62 ± 0.01 0.61 ± 0.01
0.75 ± 0.01 0.68 ± 0.01 0.65 ± 0.08 0.62 ± 0.01 0.61 ± 0.01

0.70 ± 0.02 0.66 ± 0.01 0.62 ± 0.01 0.60 ± 0.01
0.65 ± 0.02 0.62 ± 0.01 0.61 ± 0.01

0.63 ± 0.02 0.60 ± 0.01
0.62 ± 0.02

Average 0.83 ± 0.02 0.75 ± 0.01 0.70 ± 0.02 0.66 ± 0.01 0.63 ± 0.02 0.61 ± 0.01

State estimation

Optimal cloning

Coherent attack

19

High-Dimensional Quantum Key Distribution: Security threshold

F. Bouchard, R. Fickler, R. W. Boyd, and E. K., Science Advances 3, e1601915 (2017)
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High-Dimensional Quantum Key Distribution: Security threshold

F Bouchard, F Hufnagel, D Koutný, A Abbas, A Sit, K Heshami, R Fickler & E.K., Quantum 3, 138 (2019).
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Is there any optimal spaces or protocols for QKD?

F Bouchard, K Heshami, D England, R Fickler, R W Boyd, B-G Englert, L L Sánchez-Soto & E.K., Quantum 2, 111 (2018).
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Free Space Quantum Key Distribution
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A. Sit, F. Bouchard, R. Fickler, J. Gagnon-Bischoff, H. Larocque, K. Heshami, D. Elser, C. Peuntinger, K. Günthner, B. Heim, C. Marquardt, 
G. Leuchs, R. W. Boyd, and E. K., Optica 4, 1006 (2017).
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Free Space Quantum Key Distribution
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NRC-uOttawa Free-Space Quantum Communication link 
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Quantum Key Distribution through Underwater Channel

F. Bouchard, A. Sit, F. Hufnagel, A Abbas, Y. Zhang, K. Heshami, R. Fickler, C. Marquardt, G. Leuchs, R. W. Boyd & E.K.,  Optics Express 26, 22563 (2018).
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Underwater Quantum Cryptography in the Ottawa River

F Hufnagel, A Sit, F Grenapin, F Bouchard, Kh Heshami, D England, Y Zhang, B J. Sussman, R W. Boyd, G Leuchs & E. K. Optics Express 27, 26346 (2019).
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Underwater Quantum Cryptography in the NRC Flumes

F. Hufnagel, A. Sit, F. Bouchard, Y. Zhang, D England, K. Heshami, B J Sussman & E.K., in preparation (2019).
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Underwater Quantum Cryptography in the NRC Flumes
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Summary
More information per carrier They are robust in a noisier channel
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Different quantum channels
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